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OF THE INDUSTRY 4.0 CONCEPT

ABSTRACT

Goal: The purpose of this paper is to present a proposal of steps for the implementation of
Industry 4.0 in the industrial context, considering management and operational aspects.
The reason is to discuss that technological change is accompanied by many organizational
implications, in which it is perceivable that some companies already experience strategic
and operational turbulence due to the lack of understanding of the this structure’s com-
plexity.

Design / Methodology / Approach: This study assumes an exploratory character because
the subject of analysis is still in the knowledge-structuring phase. In this sense, data was
collected from the literature review.

Results: A theoretical proposal for the Industry 4.0 implementation framework is present-
ed in flow format. It is organized in steps that cover the strategic and operational aspects
during the implementation flow.

Limitations of the investigation: The limitations of this study are directly related to its
theoretical nature and the difficulty of finding tools that help in the execution of each
proposed stage.

Practical implications: However, based on theoretical insights, a trajectory of a transfor-
mation model is proposed, thus this research intends to show clearly and direct how com-
panies can introduce the aspects of Industry 4.0 to their own benefit.

Originality / Value: In this study, a conceptual model is structured, and it indicates a po-
tential of application because it contributes to support and encourage the adoption of
technologies and concepts indicated in the Industry 4.0 literature in a structured way.

Keywords: Industry 4.0; Digitalization; Smart manufacturing systems; Business strategy.
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1. INTRODUCTION

The evolution of production formats has undergone three
major transformations marked by previous technological
paradigm breaks. A certain accumulation of innovative tech-
nologies quantity for applications in manufacturing systems
contributes to the occurrence of one industrial revolution
movement (Popkova et al., 2019).

In general, the First Industrial Revolution occurred due to
the mechanization of production, affecting product volume
dimension. The Second Revolution changed the industry
through the advent of electricity and mass production. Third
Revolution, which remains to this day, is characterized by
use of Information Technology (IT) and electronics to pro-
cess automation (Muhuri et al., 2019; Yin et al., 2018).

Recent discussions are emphasizing the emergence of a
Fourth Industrial Revolution, known mainly by the following
labels: “Industry 4.0”, “Smart Factory”, and “Industrie 4.0".
The origin of the discussion about Industry 4.0 took place
in Germany in 2011; it was based on the country’s goal to
strengthen the competitiveness of its industry to ensure its
future in the advanced manufacturing segment, becoming
a reference and providing technologies that allow the inte-
gration and interaction between the physical and the virtual
world. This initiative was supported by the German govern-
ment, which announced initial and priority recommendations
to accelerate the development and deployment of Industry
4.0. It is worth mentioning that this concept was officially pre-
sented in 2013 (Kagermann et al., 2013; Xu et al., 2018).

This theme has gained worldwide recognition and is pres-
ent in the industrial development plan of countries such
as Germany, the United States, China, Japan, South Korea,
France, the United Kingdom, Singapore and Brazil (Mancilha
et Gomes, 2018; Liao et al., 2017; Zhong et al., 2017).

Industry 4.0 has a remarkable technological potential and
can generate a new life style for customers (Muhuri et al.,
2019; Oesterreich and Teuteberg, 2016). This structure has a
strong basis on data communication made through Internet
of Things (loT) and in the development of self-configuration
and self-management of equipment and production systems
(Moeuf et al., 2018; Tao et al., 2018). Therefore, an environ-
ment of cyber-physical systems is composed, surpassing the
paradigm of the interaction between human and technology.

In general, Industry 4.0 provides different ways of manag-
ing and controlling the process, contributing to the increase
of the flexibility level of the industry and its competitiveness
by products mass customization (Yin et al., 2018).

Several technologies and concepts involve the oper-
ationalization of this advanced manufacturing scenario,
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composed of communication, monitoring and data storage
systems, scenario simulation, and collaborative and decen-
tralized decision-making. The use of Industry 4.0 technolo-
gies in the internal and external environment of companies
enables horizontal integration of the entire value chain, full
integration of the engineering teams, and a vertical integra-
tion of all departments of the company (Kamble et al., 2018;
Oesterreich and Teuteberg, 2016).

Brazilian Journal of Operations & Production Management
Volume 16, Nimero 2, 2019, pp. 166-179
DOI: 10.14488/BJOPM.2019.v16.n2.al

Kagermann et al. (2013) describes that in parallel with
its economic capacity, the use of Industry 4.0 concepts al-
lows development potential due to several positive aspects,
such as: meeting a customized demand; process flexibility;
optimized decision-making through real time information
processing and sharing; efficient use of resources; good lev-
els of productivity; creation of new business opportunities
through the provision of services; breaking the demographic
barrier and increasing competitiveness.

In contrast to the positive aspects, there are also many
challenges that need to be identified so as to minimize de-
ployment risks. Some of the main challenges are high invest-
ment in technology and training of people, acceptance of
employees, information security, lack of standardization of
technology, and regulation (Kagermann et al., 2013; Oester-
reich and Teuteberg, 2016; Prause and Weigand, 2016).

In this scenario, technological change is followed by many
organizational implications, enabling the development of
new business models and greater involvement of employ-
ees (Kagermann et al., 2013). Because of positive aspects
and technological potential brought by Industry 4.0, it be-
comes noticeable that some companies are experiencing
turbulence at the strategic and operational levels due to the
adoption of visionary ideas on the shop floor. The main rea-
son for this is the lack of understanding of the essence, am-
plitude, and complexity of these new technological concepts
(Monostori et al., 2016).

In the research area, Khan and Turowski (2016) reinforce
that Industry 4.0 is a relatively recent field for studies. There
is variety in the definitions that are formulated according to
the understanding and perspective of the discussions con-
ducted by study groups and companies belonging to differ-
ent contexts (Brettel et al., 2014; Pereira et al., 2018; Khan
and Turowski, 2016). The lack of academic and practical
consensus may invalidate some applications in this area of
Industry 4.0 (Pereira et al., 2018).

Some authors call attention to the small number of cita-
tions related to Industry 4.0 when compared to other more
specific research areas — Data Mining, for example — which
are also involved in this large research area (Monostori et
al., 2016; Oesterreich and Teuteberg, 2016).
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However, the number of publications is increasing.
Zhong et al. (2017), in a literature review of Industry 4.0,
highlight in their analysis a significant increase in research
between 2014 and 2015. Monostori et al. (2016) indicate
in their work that in a research in scientific database us-
ing the terms “cyber-physical system” and “cyber-physical
system and manufacturing”, which are core concepts of In-
dustry 4.0, the increase in publications from 2010 was no-
ticeable. Moreover, they highlighted that by the year 2015,
the increase in publications was approximately eight times
greater. The authors project that this trend will continue
for the next years.
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In addition, studies need to be structured to map the
potential use of technologies and their implications for the
economy, society, companies, people, processes, environ-
ment, and ethics, which makes this context markedly com-
plex (Oesterreich and Teuteberg, 2016).

Some of the proposed implementation structures of In-
dustry 4.0 are focused on the areas of processes and tech-
nologies, that is, they only consider technical aspects. There
is a research gap regarding proposals for the implementa-
tion of the Industry 4.0 steps focused mainly on the areas
of business models and implementation methodology, es-
pecially so that the management aspects are considered in
order to choose the structure that most adds value to the
company (Pereira et al., 2017).

Considering these technological contributions and the
necessity of companies to adapt to the digitalization envi-
ronment and the development challenges in the strategic
and operational domain, a question arises: how can com-
panies be guided throughout the implementation of their
Industry 4.0 projects?

Therefore, the present research aims to propose a the-
oretical implementation framework for Industry 4.0, con-
sidering management and operational aspects. In order to
do so, this paper will provide a literature review to support
both the core concepts involving the Industry 4.0 scenario
and the details of each structured step.

In addition, the main contributions of this research are
to stimulate the development of knowledge and technolog-
ical transition oriented in the research area as well as in the
industrial environment. Moreover, it provides a conceptual
reference model that can be employed to guide projects and
implement the aspects of Industry 4.0 in a structured way.

This paper is organized as follows. Section 2 presents
the general context of Industry 4.0, its key technologies,
and strategic and operational aspects. Section 3 describes
the method adopted in this research. Section 4 presents
the theoretical formulation of the implementation flow, the

principle of operation, and detailing of the activities. Finally,
Section 5 is composed of the final remarks and also shows
the limitations and future proposals.

2. BACKGROUND RESEARCH

Industry 4.0

In general terms, Industry 4.0 consists of a new format of
organization and control of the whole value aggregation sys-
tem, whose main objective is to satisfy a demand of custom-
ized production at the price of a mass production process
(Monostori et al., 2016). It transforms traditional systems
into intelligent ones through the support of new models,
forms and methodologies (Zhong et al., 2017).

To implement the structure of Industry 4.0, it will be nec-
essary to structure a business model that is aligned with the
operation of cyber-physical systems, which will connect and
share data in real time between the entire chain. Figure 1
gives a simplified overview of Industry 4.0.

Information and data in real time

New
business
models

-

‘ ‘ individualization
of products i
and service

New organization
i\ and control of
the value chai

Connection of people, objects and systems

Figure 1. Industry 4.0 overview.
Source: Landherr et al. (2016).

For the implementation of the Smart Factory concept, it
is necessary to use technologies consisting of simulation and
modeling systems for data processing as well as digitaliza-
tion and virtualization tools. All of these ought to work syn-
chronously for integration between the real and the virtual
environments.

Anderl (2014) states that the fundamental aspect of In-
dustry 4.0 refers to using the ability of the cyber-physical
systems to provide intelligence and communication for tech-
nical systems, which assume this configuration to be called
intelligent systems. Xu et al. (2018) highlight that Industry
4.0 emphasizes the search for fully integrated solutions ded-
icated to the operation of digital manufacturing systems.



Some key concepts and technologies related to the Indus-
try 4.0 environment were listed by Oesterreich and Teuteberg
(2016). As a result, they present 15 concepts/technologies
grouped into three groups (Smart Factory, Simulation and Mod-
elling, and Digitalization and Virtualization), as shown in Table 1.

Table 1. Key technologies and concepts in the context of Industry
4.0.

Group Technologies and concepts

Cyber-Physical Systems (CPS)
Embedded Systems
Radio-Frequency ldentification (RFID)

Internet of Things (loT)
Internet of Services (loS)

Smart Factory Automation

Modularization

Additive Manufacturing

Product Lifecycle Management (PLM)

Robotics

Human-Computer Interaction (HCI)

Simulation tools and models

Simulation
and modeling

Augmented Reality (AR)
Virtual Reality (VR)
Mixed Reality (MR)

Cloud Computing

Digitalizati d Big Data

igitalization an - :

virtualization MObllef Comptlmng
Social Media
Digitalization

Source: Oesterreich and Teuteberg (2016).

The information presented in this article portrays a general
overview of Industry 4.0, addressing more directly the areas
of Smart Factory, Digitalization and Virtualization, Simulation
and Modeling. The above definition can guide the direction of
research on Industry 4.0 and improves the visualization of the
scenario based on the terms present in the literature.

Some authors indicate the technological factors that are
essential to enable the configuration of Industry 4.0, the fol-
lowing are among them: Cyber-Physical Systems (CPS), Inter-
net of Things (loT), Big Data, and Cloud Computing (Kager-
mann et al., 2013; Oesterreich et Teuteberg, 2016; Xu et al.,
2018; Zhong et al., 2017). These concepts and technologies
are central features to this study.

Key definitions

Cyber-Physical Systems (CPS)

Cyber-Physical Systems are the fundamental concept
for the operation of Industry 4.0 because their operation
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depends on the integration between physical components
and computational algorithms (Xu et al., 2018). In this way,
CPS promotes integration between virtual and physical en-
vironments.

Cyber-Physical systems are computer, network, and phys-
ical process integrations, where networked systems monitor
and control physical processes; these return production data
to provide real-time information exchange. Kagermann et al.
(2013) also define the cyber-physical systems as a set con-
sisting of intelligent machines, storage systems, and produc-
tion facilities capable of exchanging information, triggering
actions and controls autonomously and harmoniously. This
operation occurs in real time in the Intelligent Factory envi-
ronment.

Among the many expectations generated for the oper-
ation of CPS are: safety, robustness at every level, self-or-
ganization, self-maintenance, self-repair, remote diagnosis,
efficiency, real-time control, autonomous navigation, pre-
dictability, efficiency, and model correctness (Monostori
et al., 2016). However, this author emphasizes that having
expectation in so many aspects can be considered inappro-
priate.

Oesterreich et Teuteberg (2016) mention that CPS is com-
posed of key technologies such as: Product Lifecycle Man-
agement (PLM), Modularization and Robotics, Mobile Com-
puting, and Radio Frequency Identification (RFID), but not
limited solely to those. In summary, cyber-physical systems
are a key structure for the operation of the Smart Factory;
therefore, without this concept it would be impossible to
develop Industry 4.0.

Internet of Things (loT)

Internet of Things (IoT) is one of the biggest development
trends in the communication technology segment (Miorandi et
al., 2012). IoT enables physical devices to network to exchange
information/data between different levels of hierarchy.

Van Kranenburg (2008) mentions that IoT is a dynam-
ic network that has ability to configure itself according to
the communication protocols. In 10T configuration, physical
and virtual “things” have identity, attributes, and personal-
ity; they also use intelligent interfaces that integrate the in-
formation network, highlighting the use of radio-frequency
identification (RFID) and wireless sensor networks (WSN)
(Xu et al., 2018).

According to Oesterreich et Teuteberg (2016), among the
benefits that loT technology can generate is the ability of the
equipment to send performance data to be analyzed by the
engineering group, contributing to the strategy of the digital
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integration of engineering with the value chain. Additionally,
it helps the company obtain the complete Big Data from the
product supply chain, which leads to improvements such as
more efficient storage and distribution planning, and conse-
quently cost savings (Cao et Zhang, 2016).
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However, Zdravkovic et al. (2017) highlight that one of the
challenges for deploying loT networks is the lack of public
policies and regulatory measures.

Big Data

Big Data is an innovation in the Information Technology
area that makes it possible to make optimized simulations of
data in real time, saving time and costs as well as reducing
risk in decision-making (Kagermann et al., 2013).

According to Lee et al. (2015), Big Data basically consists
of a large amount of data that is generated by the use of
sensors and networked machines. This structure enables the
adequate collection of data of different types and originat-
ing from different sources, for example, sensors, computers,
IT systems, machines, and people. It also provides access to
the history of information generated by the entire integrat-
ed value chain.

The benefits of using a Big Data platform in the industrial
environment include: improving data mining capacity, col-
lecting large amounts of information from different devices,
improving the ability to process data from the company’s in-
formation system, in addition to achieving real-time analysis
of product data, operating data, sales data, and customer
data (Cao and Zhang, 2016).

Big Data is considered a challenge for the implementa-
tion of industry 4.0 because it consists of a set of data col-
lected from different sources (from the machines sensors,
from quality, logistics, and others), therefore requiring a
huge infrastructure to store, process, and manage all the
information.

In addition, the lack of standardization in data manage-
ment is a barrier to operationalization, since the current in-
dustry environment has heterogeneous information (Khan
and Turowski, 2016). Finally, efforts should be directed to
the improvement of the knowledge on how to acquire, use,
and interpret more effectively the real value that all these
collected data generate, thus helping in decision-making.

Cloud Computing

Cloud Computing enables access to computing resourc-
es (servers, storage, and operating systems) in a shared way

where it can be configured and delivered on demand (Ar-
dolino et al., 2017). The cloud computing architecture can
be generally divided into layers: hardware/datacenter layer
(infrastructure as a service), infrastructure layer (infrastruc-
ture as a service), platform layer (platform as a service), and
application layer (software as a service) (Zhang et al., 2010).

In this context, companies can store their data on private
or public servers, and the execution of complex tasks can be
supported by the use of cloud computing (Xu et al., 2018).
Monostori et al. (2016) mention that one of the most prom-
ising applications of cloud computing in the industrial envi-
ronment is to support the acquisition, distribution, and use
of information from machines and processes across spatial
boundaries.

Cloud computing contributes to the flexibility of the in-
dustry, as it allows the storage, processing, and analysis of
data. Moreover, the information is updated and made avail-
able in real time and can be accessed from anywhere, pro-
vided internet access is available.

In general, cloud computing is one of the technologies
that can support the effective decision-making process. De-
spite its many benefits, cloud computing is still not a mature
technology and presents a few challenges, including auto-
matic provision of resources, energy management, and se-
curity (Zhang et al., 2010).

Strategic and operational aspects

In order to allow a gradual transition from current pro-
duction systems to an intelligent factory structure, actions
must be driven at the level of company management, as
they translate the company’s strategy and guide implemen-
tation processes. At the operational level, they also define
the applicable technical concepts and technologies.

Xu et al. (2018) mention that in the context of Industry
4.0, the concept of business process management is still an
undervalued subject, and they identify the need to promote
studies to integrate the models into a standard structure.
According to Muller et al. (2018), from a strategic perspec-
tive, the business models of Industry 4.0 generate economic
benefits because they positively influence the competitive-
ness of the company.

The operational aspects refer to the systems and technical
resources necessary for an intelligent factory environment,
among which one can mention Cyber-Physical Systems, In-
ternet of Things, and Big Data. This structure is composed
of sensors, components, machines, controllers, networks,
computational algorithms, software, and hardware.



Lee et al. (2015) present operational architecture into lev-
els: Smart Connection, Data-to-Information Conversion, Cy-
ber, Cognition, and Configuration. The operational perspec-
tive also generates economic benefits due to factors such
as the availability of real-time data across the whole supply
chain and manufacturing quality (Mduller et al., 2018).

3. RESEARCH CLASSIFICATION

This study assumes an exploratory character because the
subject of study is still in the knowledge-structuring phase.
In this sense, the object of study, the context of Industry 4.0,
was basically investigated through a literature review.

The literature review was conducted in a qualitative and
organized way in two main stages. Firstly, the main defini-
tions regarding Industry 4.0 were researched in order for a
superior understanding of this environment’s operation to
be achieved, allowing the construction of a proposal for im-
plementation stages. Secondly, the research was conducted
in a more targeted way to detail the stages of the implemen-
tation proposal.

The literature review used material from academic sourc-
es collected from four databases: Engineering Village - COM-
PENDEX, Emerald, Web of Science, and Taylor & Francis.
Furthermore, some reports and websites of renowned con-
sultancies were consulted.

This procedure of data collection enabled an analysis of
different points of view of several authors and provided the
identification of motivations for the development of the
study in the field of Industry 4.0, contributing to the con-
struction of knowledge and science. The synthesis of the re-
search classification is presented in Figure 2.

4. METHODOLOGY FOR INDUSTRY 4.0
IMPLEMENTATION

This study presents a conceptual proposal for the Indus-
try 4.0 implementation structure that is organized in steps
covering the strategic and operational points of view during
the flow.

In addition, this research intends to present a way for
companies to introduce the aspects of Industry 4.0 to their
own benefit, although this is still in the structuring phase.

The proposed methodology was based on the study pro-
moted by the PWC (2016), which discussed strategic drivers
for digital success. In addition, new approaches have been
inserted from other literature sources.
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Methodology for Industry
4.0 Implementation

l

Exploratory

|

Literature review
Connection of people,
objects and systems

|
l l

Context characterization
and main concepts
of Industry 4.0

Final proposal
/ Goal

Research
classification

Methods

>l

Steps for deployment

Results / Focus

D Methods / Research classification
D Partial and final results

Figure 2. Research classification.
Source: The authors.

Figure 3 presents the flowchart of the proposed method-
ology, which is structured in six steps that will be described,
based on a literature review, and related during this section.

Strategy mapping

The first stage consists of strategy mapping, in which the
company must make a self-assessment to basically analyze
the level of maturity, to reflect on the challenges and bar-
riers, and finally to define the goal that it wants to achieve.

To evaluate the level of maturity of a company, support
tools are recommended. In the literature, some models dis-
cuss how to measure maturity in the field of Industry 4.0,
for example the proposal presented by Schumacher et al.
(2016), which shows the evaluation of the dimension by
means of the calculation of an indicator, obtained with the
analysis of nine dimensions structured in 62 items.

However, in this study, a qualitative matrix is adopted as
support for measuring maturity level. This matrix is orga-
nized in four stages of development and seven dimensions,
helping to diagnose the level of the company and vision of
the next stages (PWC, 2016). Figure 4 shows the scheme of
this maturity assessment model.

In the maturity matrix, the stages of Digital beginner and
Vertical integrator are more related to the internal environ-
ment of the company. The level of Horizontal collaborator and
Advanced digital stages apply to the external environment in
which there is an external relationship with the network of
partners and customers belonging to the supply chain.
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in data analysis

!
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VI) Communicating Deployment in
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Figure 3. Steps for Industry 4.0 implementation.
Source: The authors.

Vertical

Horizontal Digital

integrator

Digital business models and customer access }

collaborator advanced

Digitisation of product and service offerings }
Digitisation and integration of vertical and horizontal value chains }
Data and Analytics as core capability }

Agile IT architecture }
| Compliance, security, legal and tax }

| Organisation, employees and digital culture }

Figure 4. Overview of enterprise maturity assessment model for Industry 4.0 development.
Source: Adapted from PWC (2016).

Additionally, there are some cases in which the company
cannot fully develop the seven dimensions at the same stage
of development. Nonetheless, it is important to properly as-
sess the real level of maturity that represents the current
company scenario.

After analyzing the maturity level, it is also necessary to
verify the presence of the main barriers and challenges for
the implementation of the Industry 4.0 environment as well
as to have its definitions clarified. For this purpose, Table 2
presents a summary of the main aspects that should be con-
sidered based on the literature.
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Table 2. Barriers and challenges for the implementation of the Industry 4.0.

Obstacles/

Challenges Description

Authors

High investment

New technological profiles will require large investments in infrastructure
and capacity building.

Oesterreich and Teuteberg (2016)

Obstacles/

Descrioti
Challenges escription

Authors

New professional

Demand for a new professional profile with more specific and/or technical

knowledge about the operation of the new intelligent manufacturing model.

Oesterreich and Teuteberg (2016);
Prause and Weigand (2016); Khan

profile On the company’s side, it is necessary to implement training strategies and | and Turowski (2016); Kagermann et
promote a culture of sharing of good practices. al. (2013)
. . . Oest ich and Teuteb 2016);
Employee Resistance to change and fear of exchanging people for smart equipment. esterreich and feu e. er ( )
. . . . Khan and Turowski (2016);
engagement Difficulty in accepting tecnology and associated knowledge.

Kagermann et al. (2013)

Lack of standard-
ization and refer-
ence architectures

Concepts are still under construction. Model proposals should cover
a strategic level and the standardization of technical aspects
with the aim of facilitating implementation.

Oesterreich and Teuteberg (2016);
Khan and Turowski (2016);
Kagermann et al. (2013)

Safety

The data security is a risk factor, due to it involving a dynamic process of
sharing, collaboration, mobility, large volumes of data, and various sources.

Oesterreich and Teuteberg (2016);
Khan and Turowski (2016);
Kagermann et al. (2013)

Communication
networks

There must be an effective connectivity infrastructure available that allows
access and sharing of data through a quality internet network, thereby,
ensuring real-time data flow and process integration.

Oesterreich and Teuteberg (2016);
Khan and Turowski (2016);
Kagermann et al. (2013)

Organizational
and Process

A new work organization will be required to support production
with mass customization.
There will be a need for a collaborative working environment

Oesterreich and Teuteberg (2016);
Khan and Turowski (2016);
Brettel et al. (2014);

Changes and continuous use of knowledge management for this intelligent Kagermann et al. (2013)
manufacturing structure to be fully established. g )
Legislation / Need to de\./elop speciﬁf: legislation for these Fechnological innovations. Oesterreich and Teuteberg (2016);
. Particular attention should be paid to issues of corporate
Regulations Kagermann et al. (2013)

data protection and accountability.

Data processing

The systems involved in Industry 4.0 will generate an enormous amount
of data from diverse sources, demanding a huge capacity of storage,
processing, and management.

Khan and Turowski (2016)

Technology

The various concepts of Industry 4.0 did not evolve in a balanced way;
as a result, they are currently at different levels of maturity,
and some of these are still at the early stages of modeling.

Oesterreich and Teuteberg (2016),
Khan and Turowski (2016)

Source: The authors.

The set of barriers and challenges for the deployment of
Industry 4.0 should be regarded as a checklist of important
points the definition and existence of which the company
and its team need to consider.

After identifying the company’s current stage of maturity
and detailing the challenges and barriers to be faced, the
team must then clearly define the objective of the imple-
mentation of the Industry 4.0 project.

The objective of the project should be composed of real-
istic goals, considering the points raised and the definition of
the maturity level that the company intends to reach after
implementation. Therefore, the next step can be initiated.

Pilot project development

The second step is the development of a pilot project in
the production system. The execution of a pilot project is
a better way to provide solid foundation for the industrial
transformation and upgrading (Feng et al., 2018). This step
transforms the approaches of strategy mapping into con-
crete and practical projects, which are based on the com-
pany’s initial maturity evaluation and in the objectives and
goals defined at the first stage.

The planning of this stage is intended to be carried out
based on project management concepts. In this way, it is
possible to define and manage the scope of the project,
allowing the implementation to follow a guideline aligned
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with the company’s strategic planning, the project team—
with all members’ requirements and responsibilities—, and
the project costs. Considering the risks inherent to the proj-
ect is also possible.

In addition, applying project management knowledge
helps to increase the chances of successful execution of an
activity of this nature (projects in the context of Industry 4.0)
which has several risk factors. Indeed, the uncertainty about
costs and impact of projects about new technologies can in-
fluence companies (Schumacher et al., 2016).

Another important contribution is that the lessons
learned should be evaluated, documented, and disseminat-
ed at the project end. In this case of Industry 4.0, regarding
pilot projects that directly involve technological innovations,
the knowledge generated from lessons learned can neither
be retained nor lost. It is thus necessary to disclose and store
the information. Project teams can be facilitators of knowl-
edge sourcing and reuse, which is critical for innovations
(Shamim et al., 2016).

Tupa et al. (2017) point out that the concept of Industry
4.0 generates new types of risks, mainly due to increased
vulnerability and threats. Among the risks in this area are:
data loss, information unavailability, problems with avail-
ability and data integrity for maintenance, data processing
error, cyber-attacks, low quantity of skilled labor, problems
with compatibility, and electromagnetic emissions that af-
fect the machines in the productive process.

FUNCTIONS

¢ Plug & Play;

® Sensor network;
* Theter-Free
communication.

e Smart analytics for
component machine

After the project planning, the pilot project must be start-
ed. For this purpose, in order to direct the development of
the operational aspects, Lee et al. (2015) is referred to in this
study, which presents an architecture structure that can sup-
port the execution of these projects. This architecture, illus-
trated in Figure 5, demonstrates the five levels of evolution
of the production system in conjunction with the attributes
required for the Industry 4.0 configuration.

Considering the operating systems architecture, it is no-
ticed that Smart Connection, considered the first level of
implementation of a Cyber-Physical System, focuses on the
development of hardware installation that allows data col-
lection from the production system in real time, for example,
with the use of sensors (Lee et al., 2015).

The Data-to-Information Conversion Level allows the ac-
cess to information of the large volume of data collected, for
example, knowledge about the useful life of the machines
and their performance (Lee et al., 2015; Qin et al., 2016). In
this case, the sensors that monitor temperature, vibrations,
noise or wear are crucial (D’Antonio et al., 2015; Vachalek et
al., 2017).

At Cyber Level, there is control of the entire network, thus
the machines gain the ability to self-evaluate, in addition to
comparing current yields with other machines. This is possi-
ble due to the existence of a physical and digital model for
the same equipment (Lee et al., 2015; Schluse et al., 2018).

similarity in data
mining.

- Cyber-Physical
Systems (CPS).

- Condition health and multi- |« Twin model for (LR AEL
Based Monitoring | -dimensional data | components and . .
(CBM). correlation; machines; * Integrated Ve E TR
* Degradation and | e Time machine for | simulation and
perfqrn_wance validation synthesis; o Self-configure for
prediction. identification and ¢ Remote resilience;
-> Prognostics and | memory; visualization for * Self-configure for
Health Management | e Clustering for human; variation;

e Collaborative
diagnostics and
decision making.

- Decision Support

o Self-configure for
disturbance.

-> Resilient Control
System (RCS).

System (DSS).

Figure 5. Architecture for manufacturing in the context of Industry 4.0.
Source: Adapted from Lee et al. (2015).



Finally, at the Cognition Level and Configuration Level
the necessity of artificial intelligence is identifiable. At the
Cognition Level, the system is integrated, and decisions are
made through graphs that contemplate the entire produc-
tion system and all process variables. Comparative graphs
are generated as well as individual equipment graphs and
prioritization decisions to optimize the process. However,
decisions are still made by users (Isaksson et al., 2018; Uhle-
mann et al., 2017).

At the Configuration Level, the system sets itself up and
decision-making happens without human intervention. This
step acts as a Resilience Control System (RCS) to apply cor-
rective and preventive decisions based on decisions taken at
the Cognition Level (Lee et al., 2015).

In general, the pilot project can be developed at different
levels considering the architecture presented, which will de-
pend on the of the company’s degree of maturity. Finally, pi-
lot projects can contribute in two ways. If these are success-
ful, they can enter the company, starting with Specialization
in data analysis. Therefore, there will be no loss of the initial
investment made. However, if they do not have satisfacto-
ry results, an analysis of the possible reasons is paramount;
moreover, there is value in learning about the organization
itself. In this case, it is recommended that the Definition of
required resources step be performed.

Definition of required resources

Based on pilot projects that were unsuccessful, it is im-
perative that an analysis of the capabilities needed for de-
velopment be carried out. Here, the definition of capabil-
ities is not limited only to physical resources (e.g. sensor
network, data exchange enabled machines); it also relates
to human resources (e.g. need for a knowledge in data min-
ing). In the Human Resources area, this new environment
will demand a new profile of professionals with new skills;
therefore, the approach between the industry and universi-
ty is a decisive strategy for qualification of current and future
workers (Mancilha and Gomes, 2018).

In this direction, the concept of digital compass, devel-
oped by McKinsey & Company (2015), and illustrated in Fig-
ure 6, can be utilized as a guide.

The digital compass consists of eight values and assists
the company by providing information on the direction in
which each capacity needs to be improved. Moeuf et al.
(2018) cite in their study an example directly related to the
issue of the development of skills related to inventories,
more specifically for real time supply chain optimization.
The application consists of the use of algorithms for optimi-
zation of production planning, in which the production data

175

in real time is used to modify the production plan through
changes in demand or interruptions in the process (Moeuf
et al., 2018; Peng et al., 2012).
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Specialization in data analysis

After the successful implementation of the initial pilot
project, the data analysis improvement phase begins. This
stage generally consists of organizing and analyzing the data
generated more adequately in order to improve the deci-
sion-making process. This stage involves the structuring of
systems that allow the combination of different data and the
training of the team to develop these skills.

It is noteworthy that from a certain level of development
of Industry 4.0, the decision-making is done by the system
itself, that is, automated event handling with database sup-
port and algorithms. In this structure, one can benefit from
the use of artificial intelligence that simulates the thought
process in conjunction with the application of data mining,
which extracts from a massive amount of data the useful in-
formation that triggers reconfiguration actions (Cheng et al.,
2018).

Thus, the process of training in data analysis is a major
challenge since the structure of Industry 4.0 is a complex
system that involves several technologies. Therefore, there
should be a direction for professional development in a con-
tinuous way based on the place of work and with initiatives
that promote learning (Liao et al., 2017).

Increase company’s digitalization

At this stage, an expansion of the company’s digitaliza-
tion is proposed. In order to capture the benefits of Industry
4.0, it is often valuable to make the entire enterprise digital,
namely, evolve to the level of maturity of Digital advanced,
as shown in Figure 4.

Based on the pilot project carried out at the second stage,
and on the specifications of requirements and analyses, the
total digitalization of the production system must be sought.

For this to be achieved, the expansion of data collection
capacity, management, and analysis for the entire plant is
essential (Armengaud et al., 2017; Bloching et al., 2015).
This data collection must be carried out in real time, which is
the reason for highlighting the MES (Manufacturing Execu-
tion Systems) and RFID tools (Efendioglu and Woitsch, 2017;
Ferro et al., 2017; Uhlemann et al., 2017).

Another factor to consider in this step is the ability of the
digital model to connect with the rest of the supply chain
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Figure 6. Digital compass for capacity building.

Source: McKinsey & Company (2015).

and customer needs (Isaksson et al., 2018). In this regard,
the twin factory concept will be applied to the entire pro-
duction system, allowing the simulation of new scenarios
and the optimization of the production system to be per-
formed in the digital environment without intervention in
the real environment.

Communicate the value chain

After the implementation of the company’s digitalization
projects, it is necessary to expand this process or concept
to the whole value chain. That involves communicating the
process from the extraction of the inputs to the distribution
to the final customer, thus improving flexibility and agility in
the decision-making process.

Mazak and Huemer (2015) mention that the value chain
analyzes all the functions of the company’s business and es-
tablishes how this structure is related. By aligning the levels
of development and application of the Industry 4.0 struc-
ture among a network of partner companies, it is possible to
reach a digital value chain structure.

It should be noted that the availability of real-time data
and interconnected systems contributes to companies align-

ing their processes with each other and forming a more flex-
ible structure, which expands the connected supply chain
concept (Montanus, 2016).

Hofmann and Riisch (2017) describe that in the digital
dimension of the value chain data is collected from the
physical environment throughout the supply chain; after-
wards, by using a connectivity layer, these data are made
available for analysis. The same authors point out that in
this structure there are components of customer value
such as value of availability, which is one of the main val-
ues delivered in a logistics and service structure, value of
digital integration refers to traceability along the chain of
supplies, and finally, the final value created by consump-
tion that exceeds the standard sales projection.

An integrated digital value chain structure relies on key
aspects such as cyber-physical systems and Product Lifecy-
cle Management, which can not only allow the integration
of processes in the internal environment of a company, but
also allow interaction with the external environment (Oes-
terreich and Teuteberg, 2016).

Strategic alignment across the value chain to fit the con-
text of Industry 4.0 is possible through the establishment of
partnerships. However, companies should be willing to make



investments as well as share data and information, such as
data on stock levels. In situations where cooperation is not
possible, one can even think of alternatives such as mergers
or acquisitions.

Summary of steps flow

This section provides an overview of the flow of the pro-
posed methodology for implementing the Industry 4.0 con-
cept in modern companies.

This study’s proposal is composed of six stages, beginning
with stage |) Strategy mapping, considered the starting point
for the whole process. At this stage, the main objective is to
understand the company context and the project implemen-
tation proposals for the implementation of the concepts of
Industry 4.0. It is worth mentioning that this activity has a
specifically management nature.

Stage Il) Pilot project development is done with the pur-
pose of implementing in a small scale what was defined
from the strategic mapping. From the results of the pilot
projects in stage Il, it is possible to define the path for the
effective implementation of what was planned. If it not ap-
proved, the sequence progresses to step Ill) Definition of
required resources, which consists of analyzing the situa-
tion and developing the respective demanded capacities.
With the problems and difficulties solved, one can return
to step Il to remake the pilot projects.

In cases where the pilot project has been successful, the
path from stage Il is directed to IV) Specialization in data
analysis, where the physical structure is improved as human
resources. Subsequently, stage V) Increase company digitali-
zation, refers to follow-up of the deployed project and evo-
lution of the company’s digital maturity level.

With the improved digitalization of the deployed com-
pany, it is recommended to communicate the entire value
chain, stage VI, as well as to provide information for stage |
to develop new strategies that will provide continuity to the
stages of development of Industry 4.0, which were traced in
the maturity model.

Finally, it is important to clarify that implementing the
concept of Industry 4.0, through the structuring of projects
or other initiatives, requires the effective involvement of
top management that identifies the true value created by
this structure for the company business. From this informa-
tion, programs can be promoted aimed at changes, both
in organizational structure and production (Miiller et al.,
2018).
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5. FINAL REMARKS

The structuring and implementation of the context of In-
dustry 4.0 is currently undergoes a process of evolution and
presents to companies the trend of a new format of busi-
ness model. Essentially, the Industry 4.0 environment has a
high degree of technological development and collaborative
structure, which is characterized mainly by the communi-
cation between different agents (hardware, software, data,
people), allowing the exchange, storage, and interpretation
of data in an intelligent system.

Considering that, this study presented an investigation
of the central concepts that involve the theme as well as a
theoretical proposal of implementation organized in six stag-
es, which considers the strategic and operational aspects. In
this way, it is oriented to support and encourage the adop-
tion of technologies and concepts indicated by the literature
on Industry 4.0.

However, it should be noted that the emergence and
introduction of new technologies in the manufacturing
process and in the companies’ structures as a whole al-
ways presents significant risks initially—until knowledge is
consolidated and experience can be obtained in the area.
Therefore, it is worth mentioning that the proposal here
introduced represents an initial investigation of implemen-
tation procedures and can be adapted to specific contexts,
depending on the need.

Research limitations and future perspectives

The limitations of this study are directly related to its theo-
retical nature and the difficulty of finding tools that help in the
execution of each proposed stage. In addition, based on theoret-
ical insights, a trajectory of a transformation model is proposed,
which still needs to be validated in practice, allowing the level of
acceptability of people and adherence to a real scenario.

Nevertheless, despite its limitations, this proposal’s appli-
cation potential is noticeable. Thus, the recommendations
for future work consist of: (a) Promoting detailed scientific
studies on each stage described, mainly investigating a tool
for quantitative measurement for maturity analysis in this
context of Industry 4.0; (b) Testing the proposed structure
in a real project; (c) Developing a project prototype of the
Industry 4.0 environment.
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